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1 [FL®HIC

JR D5l F ;% [& CVSS(Common Vulnerability Scoring System)v3.0[1]4° ETSI(European
Telecommunications Standards System) TS 102 165-1[2]1F D &3(2. EEEMSH KL FEHH
RESNTVWS, EQYRVEFEFZEFERTAINE ERTHHEBO LX) TR —IT&D
NAEFERBIRVFMEFELZAVTEROLI—RT—REBEL. T—RRIT1EEEL.
BEHINEBERIZODVWTERETo>LLDTH S,

EHBIBVTIRIFMETIHEDO—BEANEFENTHD,

2 YRVFEMFELE

21 YROFFEMED BB

DROFMZEITIEIE. RET D/ RELEVRIDNFEIRETEEICEDREEDOZELZRIZFYT
MERFATEHETHY. EEMRIRIFEMZT o125 E | #ERIXHIE © High © Low D KSIZHE
BTRESN. ZOFEOAERFIRIFTFMFEICEIVHRRALGENH S,

22 RKREGYRVEEMF %

REWBIRIETMFEREZR 2-1 IZRT, GMITSUISO/IEC TR 13335-3)[3]TIXY R 7Ll F
EE 4 DOT7TO—FIZHBLTEY. T TN R—RS/40770—F FERAMTIO—F.
HMURVEM7TIO—F HAERTIO—FELTWS, SEBNT YRV MF XL, F4EY
RVFFMICKBESN, FEIRETEEZHBELL. EEME. BR.BELGEETFIFELTIRY
ZERME T 5.

® 2-1 KRB RAVFHEF L

HE 1) R Al F & B

1 NIST SP800-30[4] KEEHRBFDERATLDYRITERAVRE
WA EEIRMHE T HAIZ. NIST SP800-39 %#E¥:ilL71-
FEaitvk,

2 |GMITS(ISO/IEC TR 13335-3) IT X2 TAIRDANDITARSAY,
BEGHEITIRBIRIIRDAVIFEEZEDOAR—X|C
HOTWARE,

3 [ETSITS102 165-1 European Telecommunications Standards Institute IZ
FOTERESN-HMIRIFEM7 TO—FF %,




HE ) R Y 5l F & M=
4 MBEHREFLVTAIRDAVI O ATLEREEDO LX) TAE2BEEIIHDORMBAERTE

(ISMS)[5] L.Ekd5HR%E,
5 |OCTAVE Allegro[6] HW—RF—AOVKZCKE)IZEKY 1999 F£(ZHITSIN
- OCTAVE R—XIZ{Eon =55 s EIL—L4
70—,

6 [The OWASP Rating Methodology[7] OWASP(Open Web Application Security Project)[Z
FOTHESIN=F %,

7 [FAIR[8] RISK Management Insight LLC [Z&>TRIFE STz
ROEE A i

23 HEVRAVEEMF LM

URICERBIRVFMFEDHEMICOVWTREBRTIN. RETRIRVICHTIREEEZRD
BIATERIDITIVIPHERZEIITA—HRTHIELET D,

2.3.1 NIST SP800-30

NIST SP800-30 (XK EEHBITFDFE R ATLDYRI T EAAVNERAZEZIZEH®IT A,
NIST SP800-39 %5t LI=FF 1A FTHY .1 E~3 E L Appendix A~L THERIND, 74
YROFMEEIEIZEIZUTICSRITATYT I~XATyT 4 NEEHSIh TS,

ATFYT 1 YROTERAAV D # {# (Prepare for Risk Assessment)
RATYT 2 YRGTEAAV D EHE(Conduct Risk Assessment)
RATYT B NRITRAAVIDIERERERE

(Communicate and Share Risk Assessment Results)

> ARTYT 4 YRIGTERAAU LD HEE (Maintain Risk Assessment)

YRAOEFMIBHTEERBTARETFIRE RATYT2DVRITEAAVIDEBIZUTD 52D
T7IR3CRBBITHENERITAREARVELTE TN TS,




v RDI7OEG ITTIR)

:THREAT SOURCE(Z& BiiR)

:THREAT EVENT(EHE &)

:VULNERABILITIES AND PREDISPOSING CONDITIONS(ffi 55 1% & % 4 5 44)
: LIKELIHOOD OF OCCURRENCE(Z 4 DRI #E )

[IMPACT(E. £ )

@& 0o

v JRIEHER

DROIF7VZIFLEDBEY 5 DIRFESNTWSA, FURIITFIEHETHHAEXGIET L
TYZAL)FEMBICEVTERTDIRAVETILICEL EL TV S,

(Organization—specific risk models include algorithms (e.g., formulas, tables, rules) for
combining risk factors.)

FOT WRVEZROBDIZFIVRVHEDABDHETIVITIRALEEAE VRAVETILERE
[CERIIDLENHD

2.3.2 ISO/IEC TR 13335-3(GMITS)

ISO/IEC TR 13335 (X IT X2 UTAIRDAVIDHARSAOTHY . REGFETIHREIRY
TROAVMFEDAR—REGO>TVSRETHD, TOHTHISO/IEC TR 13335-3 (FHAFILA
Information technology — Guidelines for the management of IT Security-&%H>THEY . FD2A+
ILEREL T GMITS L3I (EN D, 1S013335-3 (X 1 E~12F & Annex A~E THERSH ., YR
SFMEXRILIOEICEEHSTEY. UTISRT 3ID2DI7I2E2RANS, EEMEDTEM. ZEED
SR, MESSME D@ ZITLN. 2R LLTIRIZFEE T 5,

v DROI793@BI770%)
@ :Asset(& E{fifE)

® :Threat(Z &)

©) :Vulnerability(ff& 53 14)

v YRUEER

BIT7IRERETHAHETITOVRXLIZRFFIAVMRICEREH SN TULVEL, =L, Annex E [Z
REAW=HZEDN 4 DHIRLTVSD . FERTLHFEE NIST SP800-30 RI#RI“fE AT S H
(A—RHT =Ny FLIz. FREFERTINELRH I TS,



23.3 ETSITS102 165-1

ETSI TS102 165-1 [ European Telecommunications Standards Institute [C&kD TR ESNT=
M) RV 7 T O0—F F % TVRA(Threat Vulnerability and Risk Analysis) THY .1 E~6E &
Appendix A~J THERBIND, FHlAEFEIL 6 EICRTYT 1~XTYT 10 ETREHIHY. YR
Ve Ex R DOBAREENS YRVIZHT IR ERETHNEH SN TS,

RTFYF 1 YRYFTEDT—)L, BRI, RO—T DEAHEL
AT 2. BEBEXAVTAELDNRELLG RN RE BRI REMED
BAFE 1L
> RATYT 3RATYT2HhoEEHINIRAROBENLGE LX) T+EHD
BARE L
RATYT 4:RTFvT 1,2, 3 CHELEEEDAME
ATYT 5 VRTLOMEHE M. BBEMEERATIER. EFHEVIVSTUMD
BAtELED5E
> ATVT 6 BRORLEHELEZEEDTE
ATFYT T YRy DL
ATVT 8 NRYVEERTHAICTBHELGRB Y —EXPHEELLE
HRIL—LT—UDREEIL
> RTYTORBEOF TRELY —EROHEFHAREICTIADE AN
Py i
> ATYT10:RATYT 9 DEFa) T4 —EREKBEICEATIHMEERD
fTHR1E

1t

belo

DRAVFEIZETEEER T ANETFIL(EATYT 5.6 I2EEF T DI7IEMEE#HSNA TS,

v DRGI705(0770%)
DLikelihood(48 )
@-1 :Time(MBIZE T HFFRH)
D-2 :Expertise(MEZEDATIL)
M-3 :Knowledge( AT L ANE)
M-4 :Opportunity(IRE D ZL)
MD-5 :Equipment(Z% i)
@lImpact(EZ & E)

@-1:Asset Impact(BEEAD)



@-2: Attack Intensity(BZE DR E)

v JRUFHER

DRV ERIE

Risk = Likelihood*Impact

ERIF SN, Likelihood & Impact L TDFIEO~®IZLYKRDHDBIENTES,

€ FIED:Likelihood s¥#172 77492 Timel. [Expertise]. [Knowledge].
[Opportunity]. [Equipment IO B SN S A REMZEE L

& 2-2 |Z7R 9 Attack Potential Value EVWVSEEIIEEE CTEZEILEITS,
I+® 2-2 Attack Potential

Factor Range Value

Time <1 day

0
(1 point per week) < 1 week 1
< 1 month 4

< 3 months 13

< 6 months 26

> 6 months See note 1

Expertise Layman

Proficient

Expert

Knowledge Public

Restricted

Sensitive

Critical

Opportunity Unnecessary / unlimited access

Easy

Moderate

NN EN -1 EY PN EN SR DN =)

Difficult 2

None ee note 2

Equipment Standard

Specialized

~NWOolWm

Bespoke

NOTE 1: Attack potential is beyond high.
NOTE 2: Attack path is not exploitable.

® FIEQ@:EF=1EL1=TTimel. lExpertise]. [Knowledge]. [Opportunity].
FEquipment]® Attack Potential Value M#&{t

FIEDOTEEZILL=TTimel. lExpertise]. [ Knowledge ] . [ Opportunity | . [Equipment ] D &
Attack Potential Value Z&5tL. & 2-3 [Z7R 9 Vulnerability rating [C&D . M RIZCED>TELo
T.MEBHEDOETFETS.



%+ 2-3 Vulnerability Rating

Attack potential values Resistant to attacker with attack potential of:
Oto2 No rating
3to6 Basic
7 to 14 Moderate
15 to 26 High
> 26 Beyond high

¢ FIE®:TTime]. lExpertise]. [Knowledge . Opportunity . [Equipment 1%

# & LTz Likelihood MI54E 1L

FIEBQTIT - BUEDKTIEIEEE 2-4 IZ;RF Mapping of vulnerability rating to
likelihood of attack [ R %t s [Z&Y) . Vulnerability rating 5 Likelihood #5181k 9 %,

#F& 2-4 Mapping of vulnerability rating to likelihood of attack

Vulnerability rating Likelihood
Beyond high Unlikely
High
Moderate Possible
Basic Likely
No rating
NOTE:  Motivation is not considered explicitly in the vulnerability rating.

¢ FIED:Likelihood DEE1L

Likelihood &3 2-5 M Occurrence likelihood [Z&Y ., FIEQTRO-IBIENSEEILEITS,
(Occurrence Likelihood Value 3K &%)

& 2-5 Occurrence likelihood

Value Likelihood of Explanation
occurrence

1 Unlikely According to up-to-date knowledge, a possible attacker needs to solve strong technical
difficulties to state the threat or the motivation for an attacker is very low.

2 Possible The technical requirements necessary to state this threat are not high and could be
solved without significant effort; furthermore, there is a reasonable motivation for an
attacker to perform the threat.

3 Likely There are no sufficient mechanisms installed to counteract this threat and the motivation
for an attacker is quite high.

® FIEG:lAsset Impact]&lAttack Intensity 1M D Impact Z#E 1t

F 2-6 M Asset Impact [TRT . EENDEEENEEICHIINBEDEZEELE=LT
%o FT-. & 2-7 @ Attack intensity levels NoREZEDHEZEEILT 5. EE LI T= Asset
Impact {E & Attack intensity {EZJCIZ3FR 2-8 [Z7R 9 Result on overall impact of varying attack
intensity ICEKYIZTRTH S HIZLY . Asset Impact & Attack Intensity DS Impact Z8{ELT S,
BER 2-8 TRILIICHREBIWLEEEE (Resulting Impact)ld Asset Impact & Attack Intensity

6



S HEIZIEBAN LERIEZITHDAE. RIZ Asset Impact & Attack Intensity ZIMEL =& 5t H 5]
[2H2f=¢LTH, REMICIXI3JICELARLOHONS,

& 2-6 Asset Impact

Impact Explanation Value
Low The concerned party is not harmed very strongly; the possible damage is low. 1
Medium The threat addresses the interests of providers/subscribers and cannot be neglected. 2
High A basis of business is threatened and severe damage might occur in this context. 3

3+ 2-7 Attack intensity levels

Attack intensity Value
Single instance of attack 0
Moderate level of multiple instances 1
Heavy level of multiple instances 94

& 2-8 Result on overall Impact of varying attack intensity

Asset Impact | Attack Intensity | Resulting Impact
1 0 1

=]OIN|=|O|IN|—~

3 (note)

2 3 (note)

NOTE: The Asset Impact Is assigned a value in
the range of 1 to 3. Consequently, any
Resulting Impact value calculated to be
greater than 3 is given the value of 3.

WIWIWINININ|=]—

® FIE®:YRIVERDHD

BREIZFIEQ@OTHIEIL LT- Occurrence likelihood Value EFIEG THfEIE LT Resulting
Impact Value Z#TE L. FOHFEREFR 2-9 TR [Critical]. Major]. Minorl&LVS 3 IEFET
YRUZERKRT B,



%= 2-9 Risk

Value Risk Explanation

1,2 Minor No essential assets are concerned, or the attack is unlikely. Threats causing minor risks
have no primary need for counter measures.

3,4 Major Threats on relevant assets are likely to occur although their impact is unlikely to be fatal.
Major risks should be handled seriously and should be minimized by the appropriate use
of countermeasures.

6,9 Critical The primary interests of the providers and/or subscribers are threatened and the effort
required from a potential attacker's to implement the threat(s) is not high. Critical risks
should be minimized with highest priority.

NOTE: Because risk is calculated as the product of likelihood and impact the values 5, 7 and 8 cannot occur.

234 FHREXIIVTAIRDAVR AT L(ISMS)

JIPDEC [CkAEER[ICKAEFHREXF ) TAIRDAVI D ATLISMS)IE. EREEDE
Fa)TA4EZEBILEDREAERTEL, ERTIRETHY.1 E~9 ETHEHRIND,ISMS
DHEILFIEBELTAEZEDATYT1I~RATYT 10 DEBREZIZEDONTLNS,

ATy7T 1 ISMS BREFERUVEREEERT D
ATYT 2:ISMS DEXAHEEERT S

RATVT B NRYTERAVCOBMMB A EEEET D
RFVT 4 YRIEHET S

ATvT 5: YRy % FFE LRI S

RATYT 6: YRR IEEITS

ATYT 1 EHEMEEERREERTS

ATYT 8 BRBIRVERRT D

ATY7T 9:ISMS DEA-EREHAT D

RTYT 10 BRAESEEERTD

YV V. .V V V V VYV V V VY

DRAVFEICETINBRFIRATYT 4ICERBITRETFIR ATYVT S ICYRVEREH D ADE
CIEWAEGE R (R QAT

v YRYITFIEQ@I7IH)
D& E D ffi fd

QBH

©)E



v JRIEHER
YRAOME = BEDIME x ZFE x MHEHHK

FEXT JIPDEC(BEAEHRBEFHMIHERR)ICLSHITTHY . REBERICIHEX LT
ENTLVELY,

2.3.5 OCTAVE Allegro

A—RX— A0V KZCKE)IZEKY 1999 F(ZHETINT= OCTAVE ZRA—XR SN -ME 55 1E 5T
BIL—LT—OThHY 1 E~5FL Annex A~D TSNS, FEOBEBMN I EZICRTYT 1
~ZXATYyT 8ETRHFIN., FMI(X Annex A IZEEE SN TULVS,

ATy 1) R R # B B 2 D FESL

ATV 2. EREEDER

ATYT 3 EREEREGAMOBAREL

ATV 4 EREEICEELZERADUHRMEOHIBTRADHAREIL
ATVT 5 BRDIFT A DAL

ATvT 6: YR DAL

ATvT 1) R

ATYT 8RB FTTA—FDER

vV V ¥V V ¥V V V V

DROFMICETEERBIRNET7IRE. RATYT TIZLUTFITRY 5 DOIF7IEMEEHSINT
Lo,

v DRYT79BRGI7IH)
DEF | (Reputation)
@Financial(E%)

@ Productivity(4 E %)

@ Safety & Health(Z£€ . @5E)
®Fines/Legal (B &)



v JRVHER
DRVFHERIE
Risk = % Impact Area*Value M & &t
TRBEEN, Nmpact AreallFVRIT7IRIZD~BIZEBEIBL(1~5)DEZFHELI-ELRY.
Value | I& Impact Area [Z% 3 282 E % High(3). Moderate(2)., Low(1)® 3 BRBEIZ5 1T 1= &5
%
& 2-10 & 2-10 [ OCTAVE Allegro ZRW=URVE MDD —HlIZRT,

% 2-10 OCTAVE Allegro ZRAU\f=1) X514 @) — 5l

Impact Area Ranking Impact Value Score
Reputation 4 Moderate(2) 8
Financial 5 Low(1) 5
Productivity 3 Low(1) 3
Safety and Health 1 Low(1) 1
Fine/Legal 2 High(3) 6

Total(Risk) 23

2.3.6 The OWASP Rating Methodology

The OWASP Rating Methodology [X OWASP(Open Web Application Security Project)[Z&>T
AHEINEFETHY. UTORTYT 1~XTvyT 6 THEEIND,

RTVT 1 )R DAL

RATv7 2: 58 E (Likelihood)Z RIELDBDIT7V 42
ATvT 3 EEE(Impact)ZRELEAEDT7H4
ATVT 4 YRIEEEDRE

ATYT 5 RHRHNBDIRTE

ATYT 6 YRIFRMAEDHRETAX

vV V VYV V V V

10



JRAVFBIZE T BER T RET7IR(E ATYT 2.3 ICLULTFITRYT & 16 DIFIANRE
ShTWS,

v DRYI795%(016 779%)

"REBEZRODIAEDITIE
(DThreat Agent
@Vulnerability

"HEEERDDAEDITIE
@ Technical Impact

@Business Impact

NoD~@DIT7HRFR 2-11 IZRTHEMLI7IRCHIIESW)RIE@mETSIBAIC
16 DI7IREEETH_ELELD,
= 2-11 REFEE RCEEEZRDHDII7IIORM

MDThreat Agent @ Technical Impact
(M-1:Skill Level ®)-1:Loss of confidentiality
D-2: Motive @-2:Loss of integrity
(1-3: Opportunity (3®-3:Loss of availability
(M-4:Size ®)-4:Loss of accountability

@Vulnerability @Business Impact
@-1:Ease of discovery @-1:Financial damage
(@-2:Ease of exploit @-2: Reputation damage
(@-3:Awareness @-3:Non compliance
@-4:Intrusion detection @-4: Privacy violation

v YRUFHER

DRV ERIE

Risk Severity=(D+2)/2)x(®+@)/2)

TRIEESh, — B3 X5 E K Risk=Likelihood X Impact ZFEEL T3,

11



Likelihood. Impact D3RO AMNL . REHBIVRIDKROBFDERKFIZR 2-12~FK 2-14[Z7F

ERS
& 2-12 OWASP ZRA WU RV D — 5l
Likelihood

Threat agent factors Vulnerability factors
Ease of Intrusion
Skill level Motive Opportunity Size discovery Ease of exploit Awareness detection

4 - Special access
4 - Advanced 1- Low orno or resources 3 - Logged and

rew ard required 5 - Partners 3 - Difficult 3 - Difficult 4 - Hidden review ed

computer user

Overall likelihood: 3.375 MEDIUM

Technical Impact Business Impact

Loss of Loss of Loss of Loss of Reputation Non-
confidentiality integrity availability accountability Financial damage damage compliance Privacy violation
2 - Minimal non- 1 - Less than the

sensitive data 9 - Completely cost to fix the 1 - Minimal 5 - Hundreds of
disclosed 0- 0- anonymous vulnerability damage 0- people

Overall business impact:

LOW

Overall technical im pact: LOW

Overall impact: 2.250

& 2-13 Likelihood & Impact ESL\OZE T

Likelihood and Impact Levels

0to<3 Low
3to<6 Medium
6to<9 High

% 2-14 Likelihood & Impact LRILMEKRDBYRITIEL T R

Overall Risk Severity = Likelihood x Impact

Impact HIGH Medium High Critical
MEDIUM Low Medium High
LOW NOTE Low Medium
LOW MEDIUM HIGH
Likelihood

12



23.7 FAIR

FAIR(Factor Analysis for Information Risk)IZ& & 9 MEE. Appendix A~C THEIH
Measuring Risk(JRAVDBRIE)EIZ, U TFISRTURIEFMTEE T AREVRIT7IADRE L H
%o

v DRYT7956 T7IH)

(DLoss Event Frequency(LEF): 8 %k F &£ 58 E (TEF. Vuln)
(D-1:Threat Event Frequency(TEF): S A S8 E
(D-2:Threat Capability(Tcap): Z B8 5 &

(1D-3:Control Strength(CS): {RERE

(MD-4: Vulnerability(Vuln) : Mz 85 14 (Tcap. CS)

@Probable Loss Magnitude(PLM): & M EE

LEICSRIIURIIT7ZHEDS5E5 ., Vuln & LEF (D T7702DHEEIZEYRD S, Vuln (TR

2-15 2R T KS5IZ Tecap £ CS DIVEU T RHIMDKR DD,

=& 2-15Vuin &R HBED Tcap £ CS DIVEVIT &
Vulnerability(Vuln)

Threat
Capability
(Tcap)

VL M L VL | VL | VL
VL L M H VH
Control Strength(CS)

13



F- LEF IR 2-16 [CTR T ESIZTEF &EVuln DEEEEMNSRDH B,
% 2-16 LEF£R&BAD TEF & Vuln DIVEVT &

Loss Event Frequency(LEF)
VH | M

H L M
Threat
Event M VL L M M M

Frequency | | ve | vL L
(TEF)

VL | VL | VL | VL | VL | VL
VL L M H VH
Vulnerability(Vuln)

—
—

=ERBIZYRYIE
R 2-17 IZ;RT.PLM & LEF O EENDYRVIEEK H SN . Critical(C). High(H).
Medium(M). Low(L)D 4 FEFEDIEIZETRIEINS,

£ 2-17 YRHDEZRHBAD PLM & LEF DRYELT R

RISK
Severe H H
High M | H
Probable Significant [ M | M
Ma;:?tsu _ Moderate L M
(PLM) Low L L
Very Low L L
VL | L
Loss Event Frequency(LEF)

14
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31 A—RH5—ADTEHE

T—ARATAE R T DAAIREBEERT D, T—ARREITAEITIA—R T —RIEARRIZE
HEINTWBLUTND 41 —R5—RET B,

B1—R7—RD:R"R—LF—+ozA
B 28 1o T-GW(HGW)
AR WAN/LAN T PC(R YRS —Ta2 RV XU T RV RRERE])
J|IR LAN Bt PCL AR R—4ILT— L4
TFAHARETEE - EMEE. FH

B1—R5—RQ: RIX—rAVTFUR
HE2S IoT-GW
A WAN/LAN i oY 7OFaT—4
BIRLAN S oY . 7OF1IT—4
FORETEE: AMTIVF2LI—20ORE). FH

B1—XR5—RQ B TSAFI—VEBRUVEESIVREIL
#3235 IoT-GW
A2 WAN/LAN o9
HAR LAN B oY
FEREEE A ERME. TH

B1—RH5—R@:BREER
HE2S IoT-GW
A& WAN/LAN $E#%:Web hAS
IR LAN B2 - Web hAS
FAONETEE BREBFERTF4/1\Y) (FH
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32 42—RH5—RIZBTHHEHE.VRIDESE
321 MBHEDOEE

CCTRAA—RT—RICEFLHBOMBHREERT 5. SET—RRFTAZITIDAT, A
RELE-MBHERFLUTD I D H 3-1 [FEHEEDMA—TR,
W55
OWAN(S U a—Ry MDD R— LS — I/ EHEREmAT VA HE,
QHGW EEE E O ¥ ID/PW MRE 5,
QHGW EEEE L THRESNTINS ISP B IEHRABTFICHEARMY AT 4L
KREENTRESA TS,

st : OWAN(L > 2—Ry L L —2DWebERBEE A7 7 AT 8.

@I —42DOWebEBREEOMMID/PWHENTH S,
(MHID/PWIERRIC ST F— =27 ICE#E. )

@I —42DWebBEEEEI-H T, BESh T ISP PPPoE)A¢
BB IRYT LK (O RFSA TS,

i

e
It
bk S

A—HFEIIL—2DWeb BFERE @
ran I hSREEWIRIRE SR

 EHTS
A Mt =Y Eok WANBN I SR
PPPoE®MID/PWAHIEEERE NS 7 7 X CEGUMHER

3-1 F—RRBTAEITIIATAMRELI- T ¢

322 BEINBIRY

321 TEHELEMBUEMNSSIEEISNEITHSIIRIEEERT D, SET—RAREITAETS
AT BMRELIVRIIFUTOD 2 D,
BEShdIRY
"BYTEL. ZFoORYICLE B RERBLEEEYAN—KE~ADNE
BEORBICEHIFHRDEER

(S]]
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33 BRYRVFEFEEZAWN:=T—XRIT4#ER

BEVRAVEME—DOOBEBEICHLTENLETEEELHINERDEIN. SEIDT—RR
BTAICEVWTIIERDORBELZ'OR'EFHTERLEEEERODIEEL. BEHHIRBE LD
—BERYELLTHRENEDISICEILTEINEZHR L. T ERATHIIRIEFMAEIL.
EEMGYRVFEMETICENTE. HEXIPREF(EHI RSN TS ETSI TS102 165-1,
FREF 1) TAIRD AR AT L(ISMS), OCTAVE Allegro, The OWASP Rating Methodology .
FAIRD 5 88 EZERIH&ELT,

3.3.1 ETSITS102 165-1 =R L =) XV &F

YRR FEELTETSI TS102 165-1 ZEALT —RRAETAEIT o5 DIHERER 3-2
~B 3-5I2F Y,

A—RT =A@ R—LHF—rozA

Risk Asset | Attack ImpacthnowIedge Time Expertise |Opportunity |Equipment] Likelihood Risk
Impact| Intensity | Value Factor Factor Factor Factor Factor Value Index
HAN—E 3 2 3 0 1 0 1 0 3 Critical
~ O i 18 & &
BEIC&kd& 8
RS
Risk Asset | Attack Impacthnowledge Time Expertise |Opportunity |Equipment] Likelihood Risk
Impact| Intensity | Value Factor Factor Factor Factor Factor Value Index
HAIIN—KE 2 2 3 0 1 0 1 0 3 Critical
~ O hn 18 & &
Bk b &8
7GR E

Bl 3-2 ETSI TS102 165-1 #ZA W= —RREATA(FR— LY —FDxq)
A—R5—RQ: AT—FAVTFFUR

Risk Asset | Attack ImpacthnowIedge Time Expertise |Opportunity [Equipment] Likelihood Risk
Impact| Intensity | Value Factor Factor Factor Factor Factor Value Index
H A /N—IRE| 3 2 3 0 1 0 1 0 3 Critical
~ O & A
HADEE
Risk Asset | Attack ImpacthnowIedge Time Expertise |Opportunity |Equipment] Likelihood Risk
Impact| Intensity | Value Factor Factor Factor Factor Factor Value Index
AN —IRE 2 2 3 0 1 0 1 0 3 Critical
~ O hnig

B 3-3 ETSITS102 165-1 ZRA W= —RREFTAH(RR—FAVTFIR)
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A—RT—AQ: Y TFAF—VEBRUVEESAVREIL

Risk Asset | Attack ImpacthnowIedge Time Expertise |Opportunity [Equipment] Likelihood Risk
Impact| Intensity | Value Factor Factor Factor Factor Factor Value Index
HA/N—IRE 3 2 3 0 1 0 1 0 3 Critical
~ D hniE & &
EREDEL
Risk Asset | Attack ImpacthnowIedge Time Expertise |Opportunity |Equipment] Likelihood Risk
Impact| Intensity | Value Factor Factor Factor Factor Factor Value Index
H AN —INE 3 2 3 0 1 0 1 0 3 Critical
~Q N8
B 3-4 ETSI TS102 165-1 ZA W=7 —RRATA(Y T4 Fz—VEE)
A—RT—RD:BRGER
Risk Asset| Attack IImpactIKnowIedge Time Expertise |[Opportunity Equipment] Likelihood Risk
Impact| Intensity | Value Factor Factor Factor Factor Factor Value Index
HAN—KEEA| 3 2 3 0 1 0 1 0 3 Critical
DIERTSA/N
CORE
Risk Asset | Attack ImpacthnowIedge Time Expertise |Opportunity |[Equipment] Likelihood Risk
Impact| Intensity | Value Factor | Factor Factor Factor Factor Value Index
HAI/IN—IREA| 3 2 3 0 1 0 1 0 3 Critical
[k

B 3-5ETSI TS102 165-1 ZA W= —RA XA T1(B{REETR)

YROFMFEELTETSI TS102 165-1 ZFERAL. 4 DDA —RY5—RIZEVWTHY—RARET 4
IR DFEEDHER 3-1I12FRT,
% 3-1 ETSI TS102 165-1 [CkBT—RRATA4ERELD

HGW AY—hAVTFUR SAURBEL BRA% B 1R
(FONREEE SR | (FEINETEE: A |(FEINESEE LEER|(FEINSEE BBRIE
&) i) #])
XRAT | xEE | XA xt SR 1% XEEAET | xRE | XERET | AEKE
Critical | Critical | Critical Critical Critical | Critical | Critical | Critical
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3.3.2

DRVFBFELLTEREFLITAIRDAVI AT LAISMS)ZERL7Y — AR AT 4%1T>

-EEDHEEREZLTICHE 3-6~F 3-9 2R,

A—R7—RO:R—LiF—broxzA

FHEX L) TAIRDAVN AT LASMS)Z B L= R Z R

Risk EEME | B8 | fB5HEM%E | VRVIE
B3
HAN—KHEADMER
SEEE:2 3 3 27
REICKDEHRMLHEE
A% :2
Risk EEME | BE | fB5HEE | VRYIE
-3
HAN—HE~DMIE SEE:2 2 3 18
CI:: R

B 3-6 ISMS ZRA W= —XRRET4(Ich—LHF—F91A)

A—RH5—RQ: RARX—hAVTFUR

Risk EEME | BE | fB5HEME | VRYIE
-3
HAN—KHE~DMIEL
ssetE:2 3 3 27
AFADHE
AIAM:2
Risk EEME | B8 | fB5HEME | VRAVIE
3
YA N—E~DMIE SEEE:2 2 3 18
A% 2

3-7ISMS ZH W= —RRATFTAH(RR—FAVTFFUR)
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A—RT—AQ: Y TFAF—VEBRUVEESAVREIL

Risk EEME | B8 | fB5HEM%E | VRVIE
3
HAN—KHE~ADMIEL
SEEE:2 3 3 27
YEZRBOEL
A% 2
Risk EEME | E8 | 5K | VRIE
-3
HAN—HE~DMIE SEEM:2 2 3 18
AIAM:2

B 3-8 ISMS ZHWLV = —RXRETA(HTSAFz—rEH)

A—RT—R@ IR EE LR

Risk EEME | Z8 | f5HHE JRYE
HEEM 3
HAINN—HEADMIBR
SEef:2 2 3 18
TSANCDEE
a2
Risk BEME | BE | BHEM Iy R {E
B3
HAN—"HE~DMIE et 2 2 3 18
nT A2

3-9 ISMS ZRH W\ =7 —RAREAT4(MERE1R)

YROFMFEELTISMS ZFAL. 4 DDOL—RAT—R[ZEBWTH—RRAT 45Tt B
NEEDER 3-2127FF,
& 3-2ISMS [CKBYT—RRATA$ERFED

HGW AIX—bAVTFUR SAURBIE BB R
(FHOREEE SR (FEIRNETEE:ANdh) |(FOIRNETEE LER (FINETEE RGBT
BE) i) #])
XA | WEE | AEKAE xt 5 % XRAET | xARE | AKET | KK
27 18 27 18 27 18 18 18
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3.3.3

JRIEEMF£ELT OCTAVE Allegro ALY —RRAZTAHFITo-IEEDHEEZX 3-10

~B 3-13 1259,

A—R7—RO:R—LiF—broxzA

OCTAVE Allegro Z AL =Y R4 5L

Risk Factor Ranking Impact Value Score
Reputation 5 High 15
Financial 4 High 12
HAIN—INREBADNIELE | Productivity 1 Low 1
FICKOEHRMGEE Safety & Health 2 Low 2
Fines/Legal 3 High 9
Total 39
Risk Factor Ranking Impact Value Score
Reputation 4 High 12
Financial 2 Moderate 4
. Productivity 3 Low 3
HAN—KRE~DMIE
Safety & Health 1 Low 1
Fines/Legal 5 Moderate 10
Total 30

3-10 OCTAVE Allegro Z AL\ =4 — R R AT 4((Kh— LS —FkozA)
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A—RH5—RQ: RARX—hAVTFUR

Risk Factor Ranking Impact Value Score
Reputation 2 High 6
Financial 1 Moderate 2
HAIN—IHEADNELA | Productivity 3 High 9
mANDEE Safety & Health 5 High 15
Fines/Legal 4 Moderate 8
Total 40

Risk Factor Ranking Impact Value Score
Reputation 4 High 12
Financial 2 Moderate 4
B N — T B~ D 4 Productivity 3 Low 3
Safety & Health 1 Low 1
Fines/Legal 5 Moderate 10
Total 30

B 3-11 OCTAVE Allegro ZHWV = —RXRRATFTLH( AR —F AV TF I R)
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A—RT—AQ: Y TFAF—VEBRUVEESAVREIL

Risk Factor Ranking Impact Value Score
Reputation 3 High 9
Financial 2 Moderate 4
HAN—IREBEADMIEAE | Productivity 5 High 15
EHREOEFL Safety & Health 1 Low 1
Fines/Legal 4 Moderate 8
Total 37

Risk Factor Ranking Impact Value Score
Reputation 4 High 12
Financial 2 Moderate 4
. Productivity 3 Low 3

HAN—KRE~DMIE

Safety & Health 1 Low 1
Fines/Legal 5 Moderate 10
Total 30

B 3-12 OCTAVE Allegro ZA W= —X R AT 4(YTSAFz—EH)

1-RH—R@: B

Risk Factor Ranking Impact Value Score
Reputation 4 High 12
Financial 2 Low 2
HAN—LEADMIBLKT | Productivity 1 Low 1
FANLDEE Safety & Health 3 Moderate 6
Fines/Legal 5 High 15
Total 36

Risk Factor Ranking Impact Value Score
Reputation 4 High 12
Financial 3 Low 3
B N — T B~ D A4 Productivity 2 Low 2
Safety & Health 1 Low 1
Fines/Legal 5 High 15
Total 33

B 3-13 OCTAVE Allegro #FFWV=5—RX R4 T (BB ER)
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YR FEf F 2L LT OCTAVE Allegro ZfHFAL. 4 DD A—RT—RICBWTT —RRAT 1%
To-#HERDFEDHER 3-3[12FT,
% 3-3 OCTAVE Allegro [C&BT—RARATAHRFLD

HGW AX—hAVTFUR JAURBEL BR A% B 1R
(SFONEEE - &fl| (FOINETEE AM) |(FONTEE LE | (FHOINTEE BB
&E) & ) )
XRAT | ARE | XA dEE | RRAT | W& | XRET | WEEK
39 30 40 37 36 30

3.3.4

The OWASP Rating Methodology

YRIEFH F £ EL T The OWASP Rating Methodology 2 ALY — R R AT 4% 1To1=1B& D
#HEREE 3-14~F 3-17 (2377,

A—R7—RO: R—LF—roxA

Risk
Risk Threat Agent Vulnerability Technical Impact Business Impact ' .
Severity
+H 4 /N — ] Skill Level 3 | Ease of discovery Loss of confidentiality Financial damage 9
EZA~DmiE Motive 4 Ease of exploit Loss of integrity Reputation damage 9
REFEIZLD Opportunity | 7 Awareness Loss of availability Non compliance 5 High
@ 85 1 4 K —
t
= Size 9 " ru5|.on Loss of accountability Privacy violation 3
= detection
Risk
Risk Threat Agent Vulnerability Technical Impact Business Impact s \
Severity
Skill Level 3 JEase of discovery Loss of confidentiality Financial damage 3
(N — Motive 4 Ease of exploit Loss of integrity Reputation damage 9 .
=~ jnie Opportunity | 7 Awareness Loss of availability Non compliance 5 Medium
Intrusi
Size 9 " ruS|.on Loss of accountability Privacy violation 3
detection

3-14 The OWASP Rating Methodology # AL\ =7 —RAR AT A((R—LHF—FoxA)
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A—RT—RQ: AX—hAVTFIUR

Risk
Risk Threat Agent Vulnerability Technical Impact Business Impact .
Severity
b — Skill Level Ease of discovery Loss of confidentiality Financial damage
IN—
52~ ) 71 48 Motive Ease of exploit Loss of integrity Reputation damage
A B A 0_) Opportunity Awareness Loss of availability Non compliance Medium
= X Intrusion - . . .
HE Size . Loss of accountability Privacy violation
detection
. - . . Risk
Risk Threat Agent Vulnerability Technical Impact Business Impact .
Severity
Skill Level Ease of discovery Loss of confidentiality Financial damage
(N — Motive Ease of exploit Loss of integrity Reputation damage
PNV IE:: Opportunity Awareness Loss of availability Non compliance Medium
. Intrusion . \ . ,
Size . Loss of accountability Privacy violation
detection

B 3-15 The OWASP Rating Methodology ZR W\ =7 —RA A AT A(RAX—kAVTF 2 R)

A—R5—RB TS5 Fr—VEBRUVAEESIUREL

. - . . Risk
Risk Threat Agent Vulnerability Technical Impact Business Impact .
Severity
b — Skill Level Ease of discovery Loss of confidentiality Financial damage
N —
5 ~ ) 71 48 Motive Ease of exploit Loss of integrity Reputation damage
& i {% Opportunity Awareness Loss of availability Non compliance High
= . Intrusion . : . .
D=1k Size . Loss of accountability Privacy violation
detection
’ . ’ \ Risk
Risk Threat Agent Vulnerability Technical Impact Business Impact .
Severity
Skill Level Ease of discovery Loss of confidentiality Financial damage
YN — I Motive Ease of exploit Loss of integrity Reputation damage
Opportunity Awareness Loss of availability Non compliance Medium
EADMmiE
Intrusion
Size . Loss of accountability Privacy violation
detection

® 3-16 The OWASP Rating Methodology Z WL\ = —RARATA(HTSAFz—2EH)
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1-RH—R@: B

Risk
Risk Threat Agent Vulnerability Technical Impact Business Impact 'S .
Severity
b — Skill Level Ease of discovery Loss of confidentiality Financial damage 3
IN—
52~ ) 71 48 Motive Ease of exploit Loss of integrity Reputation damage 9
&7’5,{,(; Opportunity Awareness Loss of availability Non compliance 5 High
== . Intrusion .. . . .
DRE Size . Loss of accountability Privacy violation 7
detection
. - . . Risk
Risk Threat Agent Vulnerability Technical Impact Business Impact .
Severity
Skill Level Ease of discovery Loss of confidentiality Financial damage 3
(N — Motive Ease of exploit Loss of integrity Reputation damage 9
PNV IE:: Opportunity Awareness Loss of availability Non compliance 5 Medium
. Intrusion . \ . ,
Size . Loss of accountability Privacy violation 5
detection

B 3-17 The OWASP Rating Methodology Z AL = — XX BT (BB EE1])

YR F £ &L T The OWASP Rating Methodology Z{F AL.4 DD 1—X5—X[ZHBUT
T—RRATAET2BERDELEDER 3-4 12T,
#& 3-4 The OWASP Rating Methodology IZ&B —RRETAFEREED

HGW

(SFONEEE &/t

AX—hAVTFUR
(SFHONETEE: Afin)

M miE

(SFONEEE &

BR {5 B2

(SFONEEE BRRERIEF

!

&) % i) )
XA | K& *f 5K Al *f 5K & XA | xEE | AR | KR
High Medium Medium Medium High Medium High Medium
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3.3.5 FAIR

YR FEELTFAIRZERALY —RRETAZTo-EEDHERK 3-18~K 3-21 (IR
ERR

A—R7—RO:R—LiF—broxzA

Risk Loss Event Frequency Factor | Value | LEF | PLM Risk
Threat Event Frequency VH
HAN—EADMIB Threat Capability M
] VH High | Critical
REICKDEHRNEHEE Control Strength L
Vulnerability H
Risk Loss Event Frequency Factor |Value] LEF PLM Risk
Threat Event Frequency VH
. Threat Capability M
HAN—READMIE VH | Significant | Critical
Control Strength L
Vulnerability H

K 3-18 FAIRZAW = r—XRETA((R—LHF—FDxzA)

A—R5—RQ: AT—FAVTFFUR

Risk Loss Event Frequency Factor | Value | LEF | PLM Risk
Threat Event Frequency VH
TAN—KHE~DMNEL Threat Capability M
VH | High } Critical
ATmNDHEE Control Strength L
Vulnerability H
Risk Loss Event Frequency Factor |Value] LEF PLM Risk

Threat Event Frequency VH
Threat Capability M

HAN—HEADMIE

VH § Significant § Critical
Control Strength L

Vulnerability H

B 3-19 FAIRZAW:=4—RREATAH( RI—FAVTFIR)
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A—RT—AQ: Y TFAF—VEBRUVEESAVREIL

Risk Loss Event Frequency Factor | Value | LEF | PLM Risk
Threat Event Frequency VH
HAN—EADMBL Threat Capability M
) N VH High § Critical
EEZRBEOEFL Control Strength L
Vulnerability H
Risk Loss Event Frequency Factor |Value] LEF PLM Risk
Threat Event Frequency VH
. Threat Capability M
HAN—READMIE VH | Significant | Critical
Control Strength L
Vulnerability H
B 3-20 FAIRZAW=—RREITA(H T4 Fz—2 B E)
A—RT—R@ BB LR
Risk Loss Event Frequency Factor |Value | LEF PLM Risk
Threat Event Frequency VH
HAN—KHE~DMNEL Threat Capability M
. VH Significanty Critical
TSANVDEE Control Strength L
Vulnerability H
Risk Loss Event Frequency Factor |Value] LEF PLM Risk
Threat Event Frequency VH
) Threat Capability M
FAN—RE~DMIE VH { Significant | Critical
Control Strength L
Vulnerability H

B 3-21 FARZRW:=—XR2T1(MRELR)
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YRAEFMFEELT FAIRZFAL. 4 DOA—R5—RZEBWTH —RREATAE5To-#E
NEEDER 3-5127FF,
] 3-5 FAIRICKBT—RRABATA#ERFLD

HGW AX—hAVTFUR JAURBEL BR A% B 1R
(FORNEEE SR | (FEIRNETEE AN |(FOINETEE LER|(FINETEE RBIE
BE) fi®) #])
XRAT | xARE | KA xt SR 1% XET | KK | WAERET | WERE
Critical | Critical | Critical Critical Critical | Critical | Critical | Critical
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4 FEH

41 HRHBRRUERE

R A-1IZ5DDVRIFEAEZERAN =TS —RREITADERETT,

£ 4-15D2QVRIFEMAZZRA NS —RAREAT4#ER

Fi& HGW AX—bAVTFUR AU REE BRR ES 1R
(FRNEEE /| (FORNTEE AM) |(FONETEE HLE | (FOINEEE BRE
&E) =R TE &)

XA | MER | AEA Xt R & XERAT | AEEE | AMRAEI | ARR
ETSI Critical | Critical Critical Critical Critical Critical Critical Critical

ISMS 27 18 27 18 27 18 18 18

OCTAVE 39 30 40 30 37 30 36 30
OWASP High Medium Medium Medium High Medium High Medium
FAIR Critical | Critical Critical Critical Critical Critical Critical Critical

R AVSRTEY. FRTDIVRVFMFRICEOTEIR KA. A RETOEEEICELNEL
WHER G271z, CNIE, BEZ High, Low DEILGL U TRELTWSZEIZKDELEALND
BLENENDLI—RT—RIZEITDFEIREEELERITREAEN, YRVEMFEDOHIC
BRI ANZTFIVRELTAHEBSATOWVEWNEELHDHEVITELERELTERLND,

» ETSITS 102 165-1:
BEHDI7I3ZRAVWTIRVICEDREBEDHZEMND Likelhood HHITERZELITLS,
CIA(Confidentiality, Integrity, Availability)%: &% % B L T Likelihood #E H 9§ 5 A (&, ) R L1
EOHRERE, RBRBERIBEL D LIEEDOHEE EI2L% High, Medium, Low RED A, LV
CERMEDRICESLHFTILHBEICEINETLES,

> BREXIVTAIRDAVED R T LASMS):

JROEEHRDEDI7IANDEL, K IFHADEH T OEEIA LN ~IDT, FiliE
DEBITE>TRATITEDDEN M S, £, BHICERATEI79280HME I 72T
MEDRABEEICFISTENHTLESIA. FHHICAWVSIENTELN . EHEICFFMTHICIEY
AV T AL EICLD,

30



» OCTAVE Allegro:

BRI RETFIINEDHY. TDSDEBICAVINILNEE R T D, BEITRETFIINE A,
DAY DEICESDTIIENRLT VN REERITIBEBES T VI AT T HENIFE LM
DFERICFLGL, FEIRESEELTDEENESH I DS AICITERICYRIFMARTRE, 1 —X
T—RA(FEIREREE)NF O TRFEERONDIFIRERBDIFIRICEESHMATERT H
EYEDLGFR BREDIFIRICEERALIEF. FEDPFTHBASNATOSDIT TN, )

» The OWASP Rating Methodology:

JRGTFIENENE ENHVEDDERICHTIVRIEHBRLIZELTEH, HIRL-HER
ARBENIKV . EHDEZDIVRVHRNLE, LMLEND, OCTAVE Allegro EHREET
RET7I2HLMNLHZL16 EYRESNTEY. YRV DO FICES>THEL, Tz, FEHIRE
BEEICEHITLI7INAEBEINTVDA. HEICH T IR RAMETEINERZ LT F
= BI7IEDEAFTOHELSO~NDAE ., FHEBOTHRICEAHOF-ELTH HRICIF
RECEFHAEND, REHERIEHEL > O% Critical, High, Medium, Low TRIRT54A. LU UHE
R EDRILLIEHF TLRRICENMNHETLED, OCTAVE Allegro RI#%RI7IADAEZL
B3,

> FAIR:

ETSI RREHBDI7IV2EAVT URVIZELZREDOH ZEH S E (Frequency) EHICE
REBEWVLTWS, AVNIMIBETET702(F 1 DETSIHE 2 D)THY . BED21U /UM RELZEE
MICBELGEINEGSEWNE  BRRAGAV NI I7IR NG FE)EZBOTEEITRETLION
HLW, BEETAREAVNNIMAZESNTOEVDOTIRITAELDATREEHY
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